Nudopmarus
0 crmoco0ax COBEPIICHUS TUCTAHITMOHHBIX XUIIICHUHA
JIEHEKHBIX CPEJICTB IPaK/IaH U MEPHI IO UX HEJOMYIIEHUIO

1. Xuwenue cosepuieno ¢ ucnonvizosanuem cpeocme IP-menegponuu u
mesiehonoe comoevlx onepamopos Nnoo NpPeodIo2oM  NPeOOMEpPAULeHUA
HEeCAHKYUOHUPOBAHHO20 CRUCAHUA 0CHEHCHBIX CPEeOCm 8, OhopmaeHus Kpeouma,
010KUpo6KU OAHKOBCKOU Kapmol, COXPAHEHUS OCHEMCHbIX CPeoCcme Ha
«pe3epeHom) cuéme.

[IpecTynHUK BBOJUT KEPTBY B 3a0JyKIE€HHE C TOMOIIBIO METOJIOB TaK
HA3bIBAEMOW COIMATIbHOW MHXKEHEPHUH, MOJIydasi peKBU3UTHl 0AHKOBCKOW KapThl U
onHopa3oBeie koAbl B CMC, co3pgaHHble M8 UACHTU(PUKALUU JIUIA B CHCTEME
JUCTAaHIIMOHHOTO OaHKOBCKOTO OOCIY>KMBaHUS, KaK BiaJelblia, TU0O 3acTaBIseT
MOTEPIIEBIIIETO YCTAHOBUTH IPOrpamMMBbl yAaI€HHOTO fJoctyna « Team-Viewer» min
«AnyDesk», pacnopspkaeTcss WMEIONIUMHUCS Ha JIMIEBOM CYETE JICHEKHBIMU
CpEeACTBaMM, KaK MPaBUJIO MEPEBOJI UX HA TMOJKOHTPOJBHBIC CUETa, MCHOJIb3Ys
pa3lInuHbIC TUIATEKHBIE CEPBUCHI, IJIEKTPOHHBIC KONIEIbKH U HOMEpa TeiaedOHOB
OIIepaTOPOB COTOBOM CBSI3U.

B nanHom ciyyae Heo0X0aAMMO HeMeAJEHHO NPEKPATUTh Pa3roBop,
MO3BOHMTH N0 HOMEPY ropsiyeil TMHUUA OAHKOBCKOI0 YUpeKIAeHHsl, B KOTOPOM
opopmviiena Bama 0aHKOBCKas KapTa, JU0OO JUYHO MOCETHUTH Opuc 0aHKa U
MOMHTEPECOBATHCS MO MOBOY COMHMTEIbHBIX MIEPEBO/I0B.

3anomunTe! CoTpyaHHKH OaHKa HHUKOrga mno TejedoHy He OyayT
CIPAIIMBATH NMEPCOHAJIbHbIC JaHHbIe 0AHKOBCKHUX KapT, TeM 0oJiee KOJI W3
CMC. He cymecTByeT TaKOr0 BHAA COXPAHEHHSI CPeICTB, KAK BHECEHHE
HAJIMYHOCTH Yepe3 TEPMHUHAJ HA «pe3epBHbIN» C4YéT JH00 mnepeBOx HA
a0onentckuii Homep. Hu B koeMm ciydae He mepeaaBaiiTe INepCcOHAJbHbIE
JaHHbIE CBOCH 0AHKOBCKOW KapThl, He YCTAHABJIMBAaWTe B CBOeM cMapTdoHe
Jn00 KOMIILIOTEpPe KaKkue-JIu00 NporpaMmMbl 1o NPocbOe HeM3BECTHOIO JTHIA.

2. Xuwenue cogepuieno nocpeocmeom mene@onnHo20 360HKa NOO UOOM
noKynamens audo0 npooasua no pasmMeuiéHHoOMy 00bAGNEHUI0 HA MOP2OBHIX
naowaokax caiimoe «Aeumo», «fOna» u m.n.

[IpecTynHUK BBOJAWT >KEPTBY B 3a0iyKIEHHE, MOSACHSAA, YTO B CBS3U C
HaXOXJICHWEM 3a MpeaeliaMd KaKoro-TO PEerroHa, JIMYHO TepeaaTh IEHbIW He
MOXKET M TpeJylaraeT OCYIIECTBHTH CHEIKYy JUCTaHIMOHHO. [lns 3TOoro, Kak
MPaBUIIO, JIMIA TIEPEXOIAT JUIsi OOIICHUsS B MECCEHIDKEphl, damie «WhatsApp»,
JIOTOBApUBAIOTCS O MOJY4YEHUHU (OTHPABKE) TOBAapa C MOMOUIBIO CIYk O JOCTABKU
(Avito — nocraBka, CDEK, Boxberry u T.11.), IpeCTYITHUKN CKUIBIBAIOT UHTCPHET-
CCBUIKY Ha (PUIIMHTOBBIC (MOAETBHBIC) CAWTHI, TAC JKEPTBA BHOCUT PEKBU3UTHI
OAHKOBCKOMW KapThl.

3anomuuTe! ToproBble IJIOIIAJAKH OCHAIEHBI CUCTEMON 3aIIMTHI OT
COMHMTeEJILHBIX ONepanuii Mo nepesoay CpeaAcTB, NO3BOJIsIONIIEH 0JIOKHPOBATH
pa3jiMuHble CCHUIKH, MO3TOMY eciu Bac mnokynarenb/mpoaaseny NmpocuT
nepeiT K OOLIEHHIO B MeCCEHIKepe M KHIaeT CChLIKY, TO 3TO NepPBblil
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TPEBOXKHBI CHTHAJ K TOMY, 4TO0 Bac xoTaT 00MaHyTh. 3a4acTyi0 CCHLIKH,
oTnpaBJjisieMble TPECTYNHUKAMH, IO HA3BAHMIO MOIYT OBITb CXO0XH C
HA3BAHUSIMH PA3JIUYHBIX KOMIAHUI MO JOCTABKAM TOBapa, [axe C
HA3BAaHUSIMH CaMHX TOProBbIX mJIomanok. He mepexogure mo ccbLikam,
OTNPABJIEHHBIM HEeM3BECTHBIMHU JIUIIAMU.

3. Xuwenue coseputeno nocpeocmeom meeOHHO20 380HKA NOO
npeoozom evloauu Kpeoumos (3aimoas).

B nanHOM cuTyanmu, A0 COBEpIIEHUS MPECTYIUICHUS, MOTEPIECBIIMMA
CaMOCTOATENLHO HAXOAMUT MPEAJIOKEHUS B MHTEPHET Cpelie O MPEeIOCTaBICHHUU
KpeauTa, Tnepeins Ha «QUIIMHTOBBINY» CallT, OCTaBIII€T CBOM KOHTAKTHI.
3110yMBIIUIEHHUK, TI0]T BUJIOM PAa0OTHUKA KPEAUTHOTO YUPEKACHUS, CBI3BIBACTCS C
YKEPTBOM, BHIMAHUBACT PEKBU3UTHI KAPThl MOJ MPEIJIOTOM OIUIaThl KOMUCCUHU U
pacropsikaercs JIeHbIaMH 4epe3 MOJAKOHTPOJIbHbIE 0aHKOBCKHUE CUETA.

B nanHoM ciiydyae Ha/10 3HATh, YUTO, Be/Asl NMEPEeroBOpbI MO TeaedoHy Mo
NMOBOAY /[OCTABKH KPEIUTHBIX [I€HEKHbIX CPeICTB M 3apaHee OIJIauyMBasi
YCJIYI'M Kypbepa, CyMMY 3a CTpPpaxOBaHHe M OTKpbITHe c4éTra, 0e3
TOKYMEHTAJbLHOI0 MOATBePKAeHus1, Bbl puckyere ocTarbest 6e3 nener. Camblid
HAJAEKHBINA CIIOCO0 MOJTyUYeHHS KPeIuTa — 3TO JIMYHOe MocelleHue 0aHKa.

4. Xuwienue cogepuieno ¢ uUcCno1b306aHuemM «QUUILHZO0BbIX CAIIMOE) 6
cemu Unmepnem.

Kak mnpaBuio 3T0 «JIBOMHUKH» CaWTOB MPOJaX aBUAOMIETOB, CAWTOB
MHTEPHET-MAra3uHoOB OBITOBOM TEXHHKH, 3JIEKTPOOOOPYAOBAHUS "
AIEKTPOUHCTPYMEHTOB. Pa3nuyaTbCcsi TaKMe CalThl OT HACTOSIIIUX MOTYT B OJIHY
OykBy wiu 1uudpy. JOMEHbl TakuX CalTOB OOBIYHO 3apPErMCTPUPOBAHBI 3a
npenenamu Poccuiickon Penepanuu.

HeoOxoguM0 NOMHHUTL M 3HaTbh, YTO CcaMbIid HaJAEXHbIA CcH0CO0
npuodpereHusi OWJIETOB — 3TO Kacca ajponopra, KeJe3HOIOPOKHOIO
Tpancnopra. Eciau ke Bbl pemmiam kynuth Ouwier B cetu WHTepHeT, TO
HEe00X0AMMO BHUMATEJIbHO U3YYHUTh CAUT, IOYUTATH OT3bIBBI.

5. Xuwenue coseepwieno c ucnonvzoeanuem cemu Humepuem ¢
coyuanvuvix cemax («Qonoknacchuku», «BKonmaxkme», «Hucmazpammy), 6
mMoM uucjie nymém 6310ma Cmpanuy.

B 3701 cuTyaruu npociieKuBaeTcs 3aKOHOMEPHOCTh: B «OHOKIACCHUKAX»
YKEPTBAMHU CTAHOBSITCSl JIMIA MOXKUJIOTO BO3pacTa, MPEAJIOrOM SIBIISIETCS MHHUMAs
BbIIJIaTa BcsAkoro poaa komneHcaumit (HAC, pomnatel k mencuu u T.1.). Bo
«BKOHTaKTe» 3710yMBIIIJIEHHUKOM B3J1aMbIBA€TCSI CTPAHUIIA CBS3EH MOTEPIIEBIIETO
U OT UX UMEHH, ITyTEM MEPENUCKH, 3alPAIUBAIOTCS JICHEKHbIE CPEACTBA B JOJIT, C
yKa3aHUEM PEKBU3UTOB OAaHKOBCKOW KapThl. B commanbHoi cetn «MHcTarpamm»
pacnpocTpaHeHbl Tak Ha3bIBAEMbIE MHTEPHET-CTPAHUILIBI MPOJIAXK BEIIEH, re MoA
BUJIOM CJII€JIKA TPECTYIHUKHU 3aBJa/IeBAlOT PEKBU3UTAMU OAHKOBCKUX KapT JIMOO
BBIHY>KJIalOT BHECTH MPEJOIIIATy 33 TOBApP U HE UCIIOJIHSIIOT CBOMX 00513aTEIHCTB.
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Ecau Bam 3HakoMbId B COUHAJBHOW CeTH MPOCUT JAEeHbIW B [0JIT,
HE00X0UMO CBA3ATHCS C HUM 110 TeJie()OHY JIN00 YOeauThCS B X0/1€ NepenucKH,
yTo ¢ Bamu 0011aeTcss MMEHHO OH, 2 He MOLLICHHUK, Y KOTOPOT'0 B M0JIb30BAHUHU
HAXOJMTCS B3JIOMaHHAasl CTPAHUIIA 3HAKOMOTO.

6. Xuwienue cosepuieHo nocpeocmeom mene)OHHO20 380HKA, NOO
npeonozom 0ce000)4#cOeHUss pOOCMECHHUKA OM Y207106HOU OMEEMCMEEHHOCHIU.
Ilpecmynnuku  360nHam, Kak npaguno, Ha OomawiHue menedonsl,
npeoCcmagiAlOmca COMPYOHUKAMU NPAGOOXPAHUMETIbHBIX O0P2AH08, 008005M
JLOHCHYI0 UHDOpMayuIo 0 mom, Ymo pooCHmeEEeHHUK CO0eceOHUKa AKOOblI nonan 6
oeoy (ATII, coun uenoeeka, uzbun kozo-1u6o0 u m.n.). B oannom cnyuae
npecmMynHuKu npeonazalom pewiums  6ONpPoc, 0JA uec0 mpedyemcsa
ONpeoeneHHas cymma O0eHez, KOMmopyw 6 nocjiedyouiem 3aoupaiom uepes
MAaxKcucmos, 1ud0 npeonazaiom 3a4uciums OEHeNHCHble CPeOCmea Ha OAHKOB8CKUe
pexeusumel.

byabre BHuUMaTenbHbl! Ilpu mocTymieHUM NOXOOHBIX 3BOHKOB,
HECMOTPSl HA YTOBOPbHI MPECTYNIHUKOB 0 TOM, YTO He CTOUT 3BOHUTH HUKOMY,
HeMeJIEHHO CBSI)KMTECH ¢ POJACTBEHHUKOM, KOTOPBIii Monaja B «0eay».

B pasroBope coxpaHsiiiTe CIOKOWCTBHE M He HAa3bIBaiiTe [JaHHbIE
POACTBEHHHMKA, CKAKUTEe HEHU3BECTHOMY, 4TO Oydere mo JAaHHOMY (PaKTy
o0pamaTbCcs B IPAaBOOXPAHUTEIbHbIEC OPTraHbI.

7. Xuwenue cosepuieHo noo 6u00OM npPedoCmMasieHuUs pa3iudHbIX YCiye,
Hanpumep, no 0popmaeHur) 0OKymeHmos 011 mpyooycmpoiicmaea.

JlaHHBIE TPECTYIUIEHUSI COBEPIIAIOTCS B PE3yJbTATe pPa3MEIICHUS Ha
WHTEpPHET-CaiTaX MO TMPEJOCTABICHUIO YCIYr OOBSBICHUN MO CHEHUATBHO
3aHMKEHHOM CTOMMOCTH. B pesynpTaTe moOCIEAyIOIEro oOMaHa >KEPTBBI
MOITIEHHUKOB TIEPEYHUCIISAIOT 3aaTOK JTUOO0 BCIO CYMMY, HE IMOJIydas pe3yJibTaTa.

3anomuuTe! Hu B KoeM ciydyae He CTOMT MEPEYHUCIATH I€HEKHbIE
cpeacTrBa, He YyOeAMBHIMCb B TOM, 4YTO Ha CcaMOM Jejie CYyIIecTBYyeT
OpraHusanus, ycayramu Koropoii Bel xorure Bocnosb3oBatbesi. IIpoBepbre
OPraHM3anul NyTéM MOHMTOpPUHIa cetu WHTEepHeT, mMoYUTaAlTEe OT3BIBBI,
nonpooyure CBA3ATHCH C MNPEJACTABUTENSMHU W TNOUHTEpPeCylTech, KAKHUM
BH/IOM  JIeSITEJIbHOCTH 3aHMMAETCH OPraHu3auMss U KaKue YCJIYIr'd
NpeA0CTABJISACT.

8. Xuwenuu, coeepuieno nocpeocmeom cemu Unmepuem noo npeonozom
OKA3AHUA RACCAMCUPCKUX YCyZ uepe3 cepeuc (npunoiicenue) NO NOUCKY
nonymuukoe «BlaBlaCary.

JlaHHBIE TPECTYIUICHUS COBEPIIAIOTCS B  pe3yJbTaTe pa3MEIICHUS
oOBsIBIICHUS Yepe3 NMpuiokeHue. (s 3Toro nmia, kak mpaBuio, TMEPEeXOauT IS
oOmenuss B meccenmkep «WhatsApp», rae B Xo/l€ NEPENUCKA MNPECTYIMHUK
CKHJIBIBAET CCBIJIKY JIJISI OTUIATHI TNOO OPOHUPOBAHUS TIOE3AKHU, PO IO KOTOPOH
YKEPTBA BHOCUT PEKBU3UTHI OAHKOBCKOW KapTHI.
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HeoOxoguMo0 NOMHHUTL M 3HAaTh, YTO CaMbIid HaJAEXHBIA CHOCO0
NepeABUKEHUS — ITO NepeIBHKeHHe HA TPAHCIIOPTE, M0 KYIJICHHBIM OHjIeTam
B Kaccax ajpomopra, KeJe3HOHOPOKHOI0 M aBTOBOK3ajdax. Ecam ke Bbl
PelNJIN BOCIOJIb30BATHCHA CEPBUCOM 10 MOUCKY MonyT4uKkoB «BlaBlaCary», To
HEeO0X0MMO TNepelaBaTh JeHbIH 3a MOe3AKY TOJbKO W3 PYK B PYKH NpH
BCTpe4Ye B aBTOMOOMJIE€ UJIM N0 MPUOBLITHIO K MECTY HA3HAYEHMS.

9. Xuwenue, cosepuieno nocpeocmeom cemu Humepnem, nymém
pasmeuieHus uHhopmayuu 0 npedoCcmasieHuu yciye 00cy2d.

B ganHOM cuTyanuu [0 COBEpIIEHUS TNPECTYIUICHUS IMOTEPHEBIIHMA
CaMOCTOATENbHO HAXOJUT MPEIJIOKEHHUs] B MHTEPHET-Cpelie O MPEeIOoCTaBICHUU
JMaHHBIX ycayr. JKepTBa CBSA3BIBACTCS C 3JIOYMBIIUICHHUKOM 0 YKa3aHHBIM
a0OHEHTCKUM HOMEpaM U MOJ MPeAJIoraMu OIUIaThl YCIyT, CTPaXOBKU MEPEBOIUT
JICHEKHBIE CPEJICTBA HA yKa3aHHbIE CUETA MOCPEICTBOM MOOUIIBHOTO OaHKa WIIU
TepMUHAJIA OILJIATHI.

He cTouT moJsb30BaThesl JaHHBIMM BUAAMH YCJIYI, T.K. OpraHu3anus
JAHHOTO BMA JIeSITeJILHOCTH 3amnpenieHa Ha Tteppuropuu P® u Bjeder 3a
€000 aIMUHHCTPATHBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTD.

10. Xuwenue cosepuieno nocpeocmeom cemu UHnmepnem noo npeonozom
3apadomka npu «uzpe» Ha oupiHce, UHBECMUPOBAHUA.

JlaHHBIE MPECTYIICHUSI COBEPIIAIOTCS B PE3yJIbTaTe MOUCKA MOTEPIECBITUMU
JIOTIOJIHUTEJILHOTO MCTOYHUKA AoxoAa. Kak mpaBuiio, MOTEpHeBIINEe OCTaBISIOT B
CETM HHTEPHET 3asBKy Ha PErucTpalui0 M CIOYCTS HEKOTOpOE BpeMs UM
Mepe3BaHUBAET 3JI0YMBIIIJIEHHUK, KOTOPBIN MpeasiaraeT co3/aTh JUYHbIN KaOMHET
Ha 1iaThopMe OJHOM W3 OUpXK JHOO TEePeYUCIUTh JCHEKHBIE CpelCcTBa s
WHBECTUPOBAHUS, a Takke YOeXJaeT MOTEPIEBIIETO0 YCTAaHOBUTH IMPOTPAMMBI
yaanéuHoro pgocryna «Team-Viewer» umm «AnyDesk» ¢ 1enpio okazaHus
«TIOMOTIIM» ¥ KOHTPOJIS 32 TUYHBIM KaOuHeToM notepresiiero. [locne yero xepTna
MoJ BJUSAHUEM 3JI0YMBIIUIEHHUKA CHUCTEMATUYECKH TMEPEUYUCISICT JICHEKHbBIC
CpelICTBa pa3IMYHBIMU CyMMa Ha JIUIIEBOM CUET, KOTOPHII 0TOOpaX)aeTCs B IMYHOM
kaOuHere Oupku MO0 Ha OAHKOBCKME KAapThl MOIIEHHHUKOB, JyMas, YTO
WHBECTUPYET JACHEKHBIC CPEJICTBA. 3JIOYMBIILICHHHUK, B CBOIO O4YEpPE/ib, 3aKPhIBACT
JOCTYN K JIMYHOMY KaOWHETy, W TMOTEPIEBIIMM HE MOXET BBIBECTU JIaHHbBIC
JIEHe)KHbIe cpeacTBa. Jljist 3Toro ero yOexIarT B HEOOXOAUMOCTH BHECEHUS
JIOTIOJTHUTEJILHOW CYMMBI JICHET.




